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Abstract
Following calls to enhance risk-sensitivity of second generation Operational Risk-Aware Information
Systems (ORISs), this paper aims to address the lack of ontological/epistemological grounding for the
concept of Operational Risk (OR). Herein, OR is regarded both as a property of a real system and as
a representational phenomenon forming part of the core of ORIS in line with Weber’s (2003) view of
the core of IS. The paper explores how the ontological/epistemological position of the Critical Realist
philosophy of science assists in the Requirements Definition of ORISs by providing an ontology-driven
representation of the heterogeneous nature of OR. The retroductive mode of logical inference enabled
by Critical Realism supports the discovery of OR causal mechanisms when the historical data about
operational loss events is limited. The ontological/epistemological position suggested in the paper
contributes to better understanding and representation of OR, informs OR assessment in conditions of
a constantly changing socio-economical environment, and so assists in the Requirements Definition of
ORISs.
Keywords: Operational Risk, Critical Realism, Causality, Operational Risk-Aware Information System

1.

INTRODUCTION

Last decade saw a rise in frequency and magnitude of Operational Risk (OR) loss events in most areas
of business including supply chain management (Lewis 2003) and banking and finance (Chernobai et
al. 2007; Moosa 2008). In response the introduction of regulatory requirements and recommendations
(i.e. Sarbanes-Oxley Act 2002; Basel Committee for Banking Supervision (BCBS) 2006) established
the role of Operational Risk Management (ORM) as a strategic function that assures sustainability of
organisations (Scandizzo 2007; Chernobai et al., 2007; Lewis 2003). Today, in ORM theory and
practice, Information Systems (ISs) are regarded as both a source of ORs (BCBS 2006; Wolf 2005)
and a tool for managing ORs (Flores et al. 2006; Chartis Research Ltd 2008). This research focuses on
the second aspect, wherein ISs are seen as a tool for managing ORs, and explores their ability to
represent the phenomenon of OR. Reports on risk technology (cf Chartis Research Ltd 2008) detail a
forthcoming transition from first generation “compliance ‘tick-box’ approaches”, to a new generation
of Operational Risk-Aware Information Systems (ORISs), although explicit support in the research for
this is still scarce (Flores et al. 2006).
Following Weber (2003 p.vii), this research views “representation… [as] the essence of all
information systems”, which implies the ability of “track[ing] states of and state changes in other
systems” (ibid). By “other systems” Weber (2003 p. vii) means the real world systems that exhibit the
patterns of events and behaviours according to certain rules. These also inform the development of
“artificial information systems” (ibid). Leveraging off Weber’s work, we assume that an IS can
represent OR as an intrinsic component of the real world socio-technical system. To facilitate this
understanding we explore the nature of OR as an object of research inquiry (ontological positioning).
Further, given research in the IS field has insistently called for “examin[ing] and clarif[ying] the
underlying set of ontological and epistemological assumptions that underpin every research activity”
(Kanellis and Papadopoulos 2009, p.1; Becker and Niehaves 2007), we also look at how the
knowledge about this phenomenon is built (epistemological positioning). To date research on OR has
not explicitly explored the ontological assumptions that support understanding about the
heterogeneous nature of OR (Holmes 2003), nor has it provided the epistemological grounding to
enable the knowledge acquired through different OR methodological approaches to be addressed.
Consequently, this questions the ability of ORISs to represent, in a non-contradictory and rigorous
way, the phenomenon of OR as part of the corresponding real system.
The aim of this paper, therefore, is to address the research gaps mentioned above by exploring how the
ontological/epistemological position of the Critical Realist (CR) philosophy of science assists in: 1)
representing the phenomenon of operational risk as part of the real system reflected by an Operational
Risk-Aware Information System; and 2) more informed decisions in the Requirements Definition
stage when designing an Operational Risk-Aware Information System. The novelty and original
contribution of this paper concerns the non-contradictory ontological/epistemological support
provided by multimethod operational risk assessment that combines the data-driven and scenariobased approaches as an integral component of Operational Risk-Aware Information Systems.
The reminder of this paper is organised as follows. The next section addresses the issues of OR
representation and assessment, and suggests a list of desirable properties that aim to overcome these
issues. In Section Three the suitability of the dominant philosophical paradigms adopted in both the IS
and Risk Analysis literature are critically assessed by examining their ability to meet these desirable
properties. This is followed by discussion of how the alternative ontological/epistemological position
brought by the philosophy of science of CR leads to a better set of desirable properties. Section Four
illustrates the implications of the CR ontological/epistemological support in the development of
ORISs. This is followed in Section Five by an illustration of how CR can inform the OR assessment
process of an ORIS model. Section Six provides conclusions and offers suggestions of future research
directions.

2.

REPRESENTING OR AT THE REQUIREMENTS DEFINITION
STAGE OF DEVELOPING ORIS

Despite IS being predominantly treated as a source rather than a tool for ORM, the body of literature
that explores ORM in IS provides the reference points that are necessary to understand the desirable
properties of ORIS. Based on extensive analysis of both the ORM and IS literature, Wolf (2005, p.
104) suggests a list of criteria to assess the potential of existing approaches to manage IS risks: 1.
“comprehensiveness” as sufficient coverage of all stages of the risk management process; 2. “life
cycle coverage” as the ability to “address the risks of the system life cycle”; and 3. “IS risk sensitivity”
as the “coverage of IS risk categories” that are reflected in the BCBS (2006, p.144) definition of OR:
“the risk of loss resulting from inadequate or failed internal processes, people and systems, or from
external events [emphasis added]”. In this paper we adopt this widely accepted definition of OR. This
paper’s aim to explore issues of OR representation at the Requirements Definition stage of the ORIS
development life cycle limits the first two criteria introduced by Wolf (2005). In this paper we are
focusing on: 1) the stages of the risk management process that are directily related to the
representation of OR, i.e.: risk identification, risk analysis and risk evaluation; and 2) the
Requirements Definition stage of the ORIS development life cycle. The third criterion introduced by
Wolf (2005) is addressed fully in this paper.
The Revised Basel II Framework (BCBS 2006) provides the major source of methodological
guidelines and regulatory requirements for organizations that plan to transfer to an ORIS. It primarily
provides regulatory requirements and high-level managerial guidelines for the banking sector. Hence,
more than 50% of organisations that adopt an ORIS are banking institutions that have to meet Basel II
regulatory requirements as part of their ORM strategy (Chartis Research Ltd 2008). This justifies
exploration of the methodological implications suggested by the BCBS (2006) as part of the
Requirements Definition stage of ORISs. The Revised Basel II Framework (BCBS 2006) suggests
three methods for calculating operational risk capital charges. The Advanced Measurement Approach
(AMA) is considered to be the most risk sensitive and sophisticated of these approaches (Flores et al.
2006). The organisations that adopt this OR measurement approach considerably minimise their
capital allocation charges. A recent global market survey of 318 banks and insurance companies
reveals that 52% of respondents aim to adopt the AMA approach as their ORM system by 2011
(Chartis Research Ltd 2008).
In order to be able to adopt the AMA approach the organisation is required to meet a set of
“Standards” set up by the BCBS (2006, pp.142-152): “General Standards”, “Qualitative Standards”
and “Quantitative Standards”. The first two sets of standards refer to the organisation of the ORM
function in a bank, whereas “Quantitative Standards” refer to the methodological requirements for OR
representation and assessment. Column 1 of Table 1 represents a full list of the “Detailed Criteria”,
(a)-(f) (BCBS 2006, pp. 151-152) that have been interpreted in a more concise form by Scandizzo
(2007, p. 56). The “Criteria” are part of the “Quantitative Standards” for the AMA introduced by the
BCBS (2006). Column 2 represents the research evidence that supports the “Detailed Criteria”
contained in column 1. Based on the outputs of columns 1 and 2, column 3 provides the set of
desirable properties that aim to address the issues of OR representation and assessment. Finally,
column 4 suggests a list of references that support the arguments and desirable properties in columns 2
and 3.
The first desirable property is related to the need to provide greater crossover between different OR
assessment methods including: a) different degrees of subjectivity in relation to the object of the
research; and b) different types of reasoning that underlie different methods of OR assessment (for
example, subjective approaches that allow educated guesses such as scenario analysis vs. data-driven
approaches based on statistical analysis of operational loss data) (Mestchian et al., 2005; Scandizzo
2007). Interestingly, both regulators (BCBS 2006) and practitioners (Breden 2007, p.193; Mestchian et
al. 2005) call for the crossover between loss data and scenario-based approaches. The second desirable
property is driven by the BCBS (2006) requirement to cover both expected and unexpected losses as

well as the major drivers that underpin ORs. This property calls for understanding of the complex
nature of causality that underlies operational loss events (Lewis 2003; Holmes 2003).
Finally, the third desirable property relates to adopting a mode of logical inference that would
aggregate the results of different OR assessment methods. This implies the ability to assess and
represent the heterogeneous nature of OR by adopting, if necessary, a range OR assessment methods
based on opposed modes of logical inference. This categorisation of OR assessments methods has
been used by Scandizzo (2007) who distinguished between proactive (ex ante) and reactive (ex post)
methods for OR assessment. The adoption of this desirable property would assure “soundness” (BCBS
2006, p.150) and rigour when weighting and aggregating the results of different OR assessment
methods.
Basel II “Detailed Criteria”
for AMA adoption
(e) key features include four
fundamental elements of OR
assessment: internal data,
external data, scenario
analysis and factors reflecting
the business environment and
internal control systems

(a) consistency with the Basel
definition and categorisation
(b) regulatory capital includes
expected and unexpected
losses
(c) sufficient granularity so
the major drivers of OR can
be captured

(d) regulatory capital which is
the sum of the various risk
estimates (full correlation
assumption)
(f) a sound approach for
weighing the four
fundamental elements of OR
assessment introduced in the
‘detailed criterion (e)’

Table 1.

OR research evidence
1. Calls to overcome
incommensurability of the OR
assessment methods based on
opposed directions of research
reasoning and different value
assumptions: reactive (ex post)
inherently objective approaches
vs. proactive (ex ante) inherently
subjective approaches.
2. The Basel II definition of OR is
“causal-based” and breaks the
concept down into four major
categories of OR drivers
(Chernobai et al. 2007, p.17). The
requirement to include
unexpected losses as part of OR
assessment emphasizes the
importance of understanding
causal mechanisms based on the
interplay of the major OR drivers.
3. The need to assess OR, which
is heterogeneous in nature, calls
for the relationship between the
data-driven and scenario-based
approaches to OR assessment to
be understood. This assures a
consistent basis for weighting and
aggregating the assessment results
that cover the different
components of OR.

Desirable
Properties
1. A noncontradictory
multimethod
OR assessment

2. Understanding of the
complex nature
of causal
mechanisms that
underlie OR
losses, both
expected and
unexpected

3. Adoption of a
mode of logical
inference that
assures
consistency and
rigour when
aggregating the
results of
multimethod
OR assessment
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Desirable properties for OR representation and assessment

The next section discusses how the two ontological/epistemological positions that dominate the IS and
general risk literature support these desirable properties.

3.

THE RELEVANCE OF DOMINANT PHILOSOPHICAL
PARADIGMS IN SUPPORTING OR REPRESENTATION

This section explores the extent to which the ontological/epistemological positions, which are part of
the dominant philosophical paradigms adopted in the context of IS and Risk Analysis research,
support the set of desirable properties for OR assessment suggested in Section 2.

The OR literature (Moosa 2008; Flores et al. 2007) raised concern about the lack of methodological
assistance provided by the BCBS (2006) to meet Basel II requirements. Specifically these concerns
were related to the “Detailed Criteria” for AMA adoption. This questions the effectiveness of the
resulting capital allocation models (Jarrow 2008). Contributing to this concern, we note that the
description of the nature of OR provided by the Revised Basel II Framework (BCBS 2006) does not
go beyond specifying a set of possible “major drivers of operational risk” (ibid, p.151). The same is
true when it comes to specifying the ways knowledge about OR can be built, which is reflected only in
a set of mandatory methodological approaches (cf Detailed Criterion (e) of Quantitative Standards).
Herein, we argue that the lack of ontological (which refers to the nature of the real world phenomena)
and epistemological (which refers to the nature of knowledge about the real world phenomena) (e.g.
Becker and Niehaves 2007) foundations in representing OR questions the “soundness” of the results of
OR assessment required by the BCBS (2006, p.150). Consequently, a consistent ontological and
epistemological position is required to support the properties throughout the Requirements Definition
stage of the ORISs development life cycle.
The ontological and epistemological status of OR has been taken for granted in OR research.
Moreover, research on ontology and epistemology of OR has been almost exclusively undertaken
within the research domain of Risk Analysis (cf Rosa 1998; Klinke and Renn 2002), a
multidisciplinary approach to assess risks related to complex socio-technical systems. Thus, we
demonstrate the lack of explicit ontological/epistemological grounding for OR in Figure 1 by using a
dashed line. This dashed line represents the integrated ORIS and subsequent ontological
/epistemological position, which is in line with the aim of this paper.
Unsurprisingly the dominant philosophical paradigms discussed in the Risk Analysis literature (cf
Rosa 1998; Klinke and Renn 2002) correspond to the paradigms widely discussed in the context of IS
research (Becker and Niehaves 2007; Lee and Baskerville 2003; Walsham 2006; Kanellis and
Papadopoulos 2009): positivism and interpretivism/constructivism (herein, the elements of the
interpretivism/constructivism tandem are distinguished according to Becker and Niehaves (2007)). In
assessing positivist and interpretevist/constructivist philosophical paradigms this research focuses on
two major aspects of Kuhn’s (1970) definition of a paradigm; namely, ontology (that refers to) and
epistemology (that refers to the nature of knowledge about the real world).

Figure 1.
3.1

Ontological/epistemological support for representing the OR phenomenon as part of
the Requirements Definition phase of the ORIS development life cycle
Addressing Desirable Property 1: “A non-contradictory multimethod OR assessment”

The positivist ontology supports the view that reality exists separtately from the human mind.
Epistemologically, positivists claim that the empirical knowledge accumulated through perceptual
experience can provide objective knowledge about the real world (Becker and Niehaves 2007).
Grounded in empirical methods, positivism provides limited justification for OR multimethod research
because the value-free observation of the objective reality is considered to be the only valid approach
to aquire knowledge about the object of the research. Thus, it excludes values and normative

judgements from the OR assessment process or at least undermine their importance. The
epistemological position dopted by positivism is not able to address the role of the social values in the
knowledge buyilding process. This is a serious limitation for a realistic OR assessment as the critical
analysis of social values is the essential component of such OR assessment methods such as scenario
analysis (Scandizzo 2005, 2007; Marais 2005; Cooke and Rohleder 2005).
The ability of constructivist/interpretivist paradigm to support this desirable property is also limited by
its ontological position, associated with “‘‘internal’’ or ‘‘subjective’’ realism. It represents reality as
an intersubjective or a personal construction (Walsham 1995 in Smith 2006). By equalising
“subjective meaning” and “objective reality” (Lee and Baskerville 2003, p. 230),
interpretivists/constructivists claim that “risk assessments constitute mental constructions that can be
checked at best against standards of consistency...” (Klinke and Renn 2002, p. 1073). By: a)
emphasizing the perception of OR as a key component of OR assessment and rejecting; or b) strongly
undermining the value of data-driven methods, the interpretivist/constructivist position run the risk of
biased OR perseption. And this may finally lead to a wrong OR estimation (Rosa 1998).
3.2
Addressing Desirable Property 2: “Understanding of the complex nature of causal
mechanisms that underlie OR losses, both expected and unexpected”
Causation in the positivist tradition is built on a number of conditions first introduced by David Hume.
According to Cook and Campbell (1979, p.10) “the most important and the most positivistic” of these
conditions is the condition of ‘constant conjunction’ (ibid). The latter, also known as the “uniformity
of nature assumption” (Lee and Baskerville 2003 p.225) or “perfect regularities” condition (Anderson
and Vastag 2004, p. 93), implies a “regularity of constantly conjoined pairs of events (Effect =
f(Cause))” (ibid). This is only possible under a closed system assumption where the relationships
between components are determined and constant (Bhaskar 1978, 1979). The criticism of the ‘constant
conjunction’ assumption brought by the positivist tradition relates to the claim that ”high correlations
demonstrate or are synonymous with, causation” (Cook and Campbell 1979, p.10). This “deni[es] …
all conceptual status to unobserved phenomena” and is characterised as “logically inadequate” (ibid).
Focusing on the consistent description of events and behaviours under study rather than on uncovering
univrsal laws (Lee and Baskerville 2003) constructivists/intepretivists emphasize the
multidimensionality of factors that constitue the concept of risk (Rosa 1998). At the same time, while
accepting that causes of risks are triggered by the interplay of diverse unspecified factors, it reduces
the ontological reality of OR causes to the realm of the socially constructed epistemology (ibid).
Another point of critique is introduced by Lee and Baskerville (2003). They argue that constructivism
(same as positivsim) adopts the ‘uniformity of nature assumption’ when presenting research outcomes
and generalizing from them. In the context of OR - which is the product of the non-uniform
interrelationship between the actors and the components of the inherently open socio-technical
systems (Marais 2005; Cooke and Rohleder 2005) - the “uniformity of nature assumption” is not
tenable. This said, both positivism and constructivism fail to represent the complexity of the causal
dimension of OR.
3.3
Addressing Desirable Property 3: “Adoption of a mode of logical inference that assures
consistency and rigour when aggregating the results of multimethod OR assessment”
The above discussion of how positivism and constructivsim/interpretivism address the two desirable
properties for OR assessmnet introduced in Table 1 demonstrates that each paradigm focuses on
opposite poles of the dichotomous nature of risk. Epistemologically they co-exist as competing and
even antagonist perspectives of risk (Klinke and Renn 2002; Rosa 1998). Due to the
incommensurability of the ontological assumptions adopted by constructivism and positivism, the
conceptual grounding for integrating knowledge supported by both perspectives is still missing (cf
Rosa 1998; Downward and Mearman 2007). As both paradigmns fail to appropriately support the
multimethod OR research and uncover the complexity of OR causality, neither provide a consistent
reasoning for rigourously aggregating the results of the multimethod OR assessment.

In summary, Klinke and Renn’s (2002, p.1076) representation of risk as both a “social construction
and representation of reality” proves to be appropriate in the context of addressing the set of desirable
properties for supporting OR representataion introduced in Table 1. In the next section Critical
Realism (CR) is introduced and its ability to address the abovementioned issued is reviewed.

4.

CRITICAL REALIST SUPPORT FOR OR REPRESENTATION

Critical Realism (CR) is a philosophy of science that is most commonly associated with the work of
Roy Bhaskar (1978, 1979). Introduced as a direct critique of positivist, as well as a postmodern
philosophical paradigms including constructivism, CR provides a well-established philosophy of
science that strongly emphasises the primacy of ontology over epistemology (Bhaskar 1979). CR
comes with an idea that the “reality is both intransitive (existing independently of humans) and
stratified” (Mingers 2000, p. 1261). The ‘stratified’ CR ontology divides reality into three distinct
‘domains of being’ (Bhaskar 1979) that are commonly referred to as the domains of ‘real’, ‘actual’ and
‘empirical’ (Danemark 2002; Mingers 2000, 2006). The ‘real’ domain consists of underlying
structures and generative mechanisms. Their relations trigger patterns of events and behaviours that
reside in the ontological domain of ‘actual’ and represent all events and behaviours produced by
causal structures and generative mechanisms even though they are ontologically separated from them.
The domain of ‘empirical’ is made up of events that are actually experienced or observed by humans.
On the epistemological level, CR aims to provide causal explanations about the limited empiricalbased knowledge of events and behaviours. This section explores how the basic
ontological/epistemological premises adopted by CR can help address the desirable properties defined
in Table 1 that are not fully met by the constructivist/interpretivist and positivist paradigms discussed
in Section 3.
4.1

Ontology-driven support for multimethod OR assessment

Critical realists claim that the strengths as well as the limitations of research methods are driven by,
but also limited by the ontological position that methods are tied to (Downward and Mearman, 2007).
This is in line with Kuhn’s (1970) representation of paradigms as constructs that relate particular
research methods to the corresponding ontological, epistemological and other philosophical
assumptions. The CR ontological/epistemological position addresses the first desirable property
introduced in Section 2 (“A non-contradictory multimethod OR assessment”): by a) representing an
ontologicaly stratified view of reality as well as the objects of the research inquiry that are components
of this reality; and b) claiming that the way reality is constructed determines the way knowledge about
reality is obtained and generated (Bhaskar 1979; Mingers 2000; Danermark et al. 2002).
After Rosa (1998) and Klinke and Renn (2002), CR denies the ontological assumption that confines
the phenomenon of OR to human perceptions and social construction alone. Hence, OR can neither be
reduced to the “objective outcomes [that are] monetary in nature and easily traceable to entities in the
general ledger account” (Breden 2007 p 179), nor to objective outcomes in terms of injuries, fatalities
etc (Klinke and Renn 2002). As an object of social reality, the phenomenon of OR comprises
components that correspond to ontological domains of ‘real’ (OR causal structures and mechanisms),
‘actual’ (the population of all possible operational loss events invoked as a result of causal powers
(Bhaskar 1979) of the OR generative mechanisms) and ‘empirical’ (i.e. data accumulated in
operational loss event databases). In order to assure rigour and “soundness” (BCBS 2006, p.150) of
OR assessment, these ontologically distinct components of OR have to be addressed by multiple
research methods that are able to target these research domains (cf Downward and Mearman 2007).
For example, the analysis of internal and external operational loss event data is mostly concerned with
the ‘empirical’ component of ORs; and both ‘scenario analysis’ and analysis of ‘factors reflecting
business environment and internal control systems’ (BCBS 2004, p.147) aim at uncovering OR at the
real ontological domain where the underlying generative mechanisms and structures reside.
Understanding that these major OR assessment methodological approaches focus on different

ontological aspects of OR provides additional motivation for combining these approaches, but also
allows these approaches to be combined in a non-competitive way by distinguishing the ontological
aspects of OR that they target.
4.2

Overcoming reductionism in representing the OR causality

In this subsection the second desirable property, “Understanding of the complex nature of causal
mechanisms that underlie OR losses, both expected and unexpected”, is addressed based on the CR
understanding of causal mechanisms. These ontologically separated objects generate patterns of events
and behaviours that are both perceived/experienced and not.
As mentioned in Section 3, the ontological/epistemological position acquired by the positivist
paradigm reduces the representation of causality to ‘perfect regularities’ that was first introduced by
David Hume. It does not account though for “imperfect regularities” that may represent an empirical
trace for a “genuine causal relation” (Anderson and Vastag 2004, p.93). According to CR the rootcause of the biased representation of causality suggested by both positivism and constructivism relates
to the blurring of the ontological and epistemological dimensions. CR represents the object of research
as an emerging property of an open system. Thus, CR denies the artificial closure of socio-technical
systems that do not correspond to the nature of reality that is emergent and complex. The sociotechnical reality being part of the real world is also represented as an open system. Hence, according
to CR, the causality underlying the concept of OR is not necessarily a reflection of the succession of
distinct causes and effects but rather an emergent property of the complex interplay between the
agency and technical components of an open socio-technical system. Taken from this perspective,
“[c]ause thus has an ontological depth” (Downward and Mearman 2007, p. 88). Causality underlying
the concept of OR is thus the product of an interplay of the complex interrelations between agent’s
values and the components of the operational environment that are grounded in the ontological domain
of ‘real’.
The ontology-driven position of CR on the nature of causality is in line with the discussion in OR
research. Thus, Holmes (2003, p. 84) when providing a “reality check” of “measuring operational
risk”, concluded that major operational risk losses cannot be predicted by operational loss data-driven
approaches to OR assessment. These are typically characterised as “descriptive and backward-looking,
with limited intuition about how key features could create a risk event” (ibid, p. 85). The reason such
losses cannot be predicted is because the causal structures that underlie major operational loss events
are complex (Diegardt 2007; Marais 2005) and cannot be reduced to the individual OR “drivers”
specified by the BCBS (2006, p.150). Rather they represent the complex relationships of these drivers
“all acting in combination” (Holmes 2003, p. 84; Wolf 2005). Thus, the ability to understand the
nature of complexity underlying OR causes is the key to proactive and more effective assessment and
management of ORs (Scandizzo 2005).
4.3

Enabling the exploration of OR causality based on multimethod OR assessment

In this subsection the third desirable property, “Adoption of a mode of logical inference that assures
consistency and rigour when aggregating the results of multimethod OR assessment”, is addressed by
the retroductive mode of logical inference espoused by CR. This allows knowledge about the OR
generative mechanisms and structures to be acquired, based on the limited empirical data.
The retroductive mode of logical inference is an ampliative (synthetic) mode of “inference from
effects to explanatory structures” (Hartwig 2007 p. 257). It was first introduced by Charles Peirce as
abduction however at the later stage of his reseach career he used both terms, abduction and
retroduction, interchangeably (Lizska 1996). Retroduction aims to obtain knowledge about “what
properties are required for a phenomenon to exist” (Danermark et al. 2002, p.206) and as such has
been incorporated as part of the CR epistemological apparatus (Downward and Mearman 2007).
In the context of OR assessment, the retroductive process of elicitation of real causes of ORs (that
account for both perfect and imperfect regularities) starts by classifying the empirical

events/phenomena (Resolution) and representing them in a theoretically significant way
(Redescription) (Mingers 2000). Based on these empirically viable results, a ‘creative model’ of the
possible OR generative mechanism(s) is built. Herein the reasoning moves from the acquired
operational loss event data to the postulation of the OR underlying generative mechanism(s), which if
it (they) existed would causally enact the operational risk events the given empirical data
(Retroduction) (Mingers 2000; Downward and Mearman 2007; Danermark et al. 2002). Here the
concept of emergence, which is “the methodologically significant consequence of the stratification of
reality” (Danermark 2002, p. 61) plays a role. It allows to “isolate causal mechanisms downwards
through strata” to understand the new non-reducible properties and mechanisms that are added to each
stratum (ibid). Next, the existence of OR generative mechanism(s) is demonstrated by: firstly,
isolating the hypothetical generative mechanism; and secondly, eliminating alternative hypotheses
(Elimination). This is followed by identifying a correct OR causal structure in the model under review
(Identification).
The adoption of the retroductive mode of logical inference enables the integration of the OR
assessment approaches into a unified inquiry about the underlying causes of ORs based on the
accumulated empirical data on operational loss events. In contrast to inductive inferential logic that is
used by data-driven OR approaches, retroduction discovers new causal connections between the
components of the inherently open socio-techniocal system. Importantly, the outcomes of the
retroductive causal inference are not necessarily built on initial premises. This makes retroduction the
only mode of logical inference that is able to produce new knowledge (Danermark et al. 2002;
Downward and Mearman 2007). Given the incompleteness of the operational loss event databases in
organisations (Scandizzo 2005) and the tendency of operational loss data to lose its relevance with the
changes of socio-technical environment (Holmes 2004) - without this type of causal inference the
understanding of the generative mechanisms underlying ORs would be less structured and more
failure-prone.
In this section the basic CR ontological and epistemological assumptions proved to address the
aggregated set of desirable properties built in Table 1. Hence, CR proved to be a viable alternative to
positivist and constructivist paradigms in supporting the representation of the OR phenomenon at the
Requirements Definition phase of the ORIS development life cycle. In the next section we illustrate
these findings by extending a conceptual model of an ORIS with a view that supports evaluation of the
regulatory capital required under the revised Basel II Accord (BCBS 2006).

5.

ILLUSTRATION AND DISCUSSION

Today more than 50% of ORISs developed globally are integrated in the banking sector and thus are
driven by Basel II (BCBS 2006) regulatory requirements (Chartis Research Ltd 2008). As the practice
of wrong estimation of regulatory capital for OR coverage under the BCBS is still a norm rather than
an exception (Jarrow 2008; Moosa 2008), the realistic estimation of OR losses and the application of
these estimates to calculate subsequent economic capital is one of the ORIS priorities (Flores et al.
2006). At the same time, based on OR research, a better understanding of the inherent causes of
operational failures provides a proactive and more reliable approach for evaluating ORs, as well as for
building possible OR scenarios (Scandizzo 2005, 2007; Marais 2005). The identification of inherent
causes of empirically gathered operational losses means it is possible to prevent certain major
operational failures (Cooke and Rohleder (2005) and/or allocate an appropriate level of economic
resources to assure continuity of business processes and sustainability of organizations.
Through exploration of the issues related to designing ORISs in the banking sector, Flores et al. (2006,
p. 385) developed a conceptual model that depicted ORIS “calibration” role in OR regulatory capital
estimation under AMA (the core of their model is depicted on the right hand side of Fig. 2). The
model introduced by Flores et al. (2006) demonstrates that an ORIS potentially faces the danger of
under- and overvaluation of the OR regulatory capital requirements due to the inability to
appropriately represent and assess “Real Operational Risk” as opposed to “Estimated Operational

Risk” (ibid p. 385). Thus, the undervaluation of OR by an ORIS is characterised in Flores et al.’s
(2006, p. 385) conceptual model as: the “[e]ntity systematically fails to cover risk fully. High
possibility of system disruption”. In the case of overvaluation the “[e]ntity systematically covers risks
with unnecessarily high capital charge. This prevents valuable financial leverage and damages
competitive position”.
Thereby, we argue that the ramifications of adopting the CR ontology/epistemology presented in this
paper can contribute to solving the issue of discrepancy between “Real Operational Risk” and
“Estimated Operational Risk” brought by Flores et al. (2006) (cf Fig. 2). By doing so it contributes to
a more effective capital coverage of ORs.
Based on Flores et al. (2006, p. 385) conceptual model of
ORIS “calibration” role in OR regulatory capital estimation
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Figure 2

Informing OR assessment and OR regulatory capital estimation results through the
retroductive mode of logical inference enabled by CR ontological stratification

As discussed in Section 4, the CR stratified ontology provides a basis for multimethod OR assessment.
Further, the retroductive mode of inference espoused by CR provides the necessary epistemological
tools to effectively hypothesise the nature of the causal mechanisms that underlie operational loss
event data. It has been demonstrated that the empirical operational loss event data can provide access
to the intransitive domain of ‘real’ through the ontological domain of ‘empirical’, which is a subset of
the ‘actual’ ontological domain. This is represetned as step 1 in the process of informing OR
assessment and OR regulatory capital estimation results through teh retroductive mode of logical
inference in Figure 2. The enquiry about the real causes of ORs based on the empirical data was made
possible by the adoption of the retroductive inference mode, which is espoused by CR as part of its
epistemological apparatus (Downward Mearman 2007) (step 2). Processing operational loss event data
with the view of understanding underlying causal mechanisms of ORs is represented as a separate
conceptual block that is enabled by Critical Realist retroductive inference (step 3). It should be noted,
however, that like Flores et al. (2006) we treat the hypothetical ORIS as a black box (step 4).
Therefore, the question of how an ORIS should be designed in order to process the OR scenarios and
their causal underpinning enabled by CR retroductive reasoning are outside the scope of this paper.
This point is demonstrated by the question mark between the outcome of the CR retroduction and
ORIS. Next, the OR assessment results are informed: a) by the empirical operational loss event data
that is accumulated in the ORIS (Step 5); and b) by results of the retroductive process that provides
better understanding of causal structures that underlie the data about historical OR losses (Step 6). And
finally, the amount of OR regulatory capital is calculated (step 7).
Therefore, the ontological/epistemological support provided by Critical Realism helps address the
“dilemma” between the full coverage of OR exposures and unnecessary OR capital charge (Flores et
al. 2006, p. 385) through a better understanding of OR causes underlying the available historical data
on operational losses. From the systems development perspective, it has been demonstrated how

critical realist ontological and epistemological position supports rigorous and consistent representation
of the OR phenomenon at the Requirements Definition stage of the ORISs development life cycle.
In this section we extended the Operational Risk-Aware Information System (ORIS) conceptual model
of Flores et al. (2006) and illustrated how a Critical Realist ontological/epistemological position
supports an ORIS by reporting on the outcomes of OR regulatory capital evaluation in accordance
with the requirements of the Revised Basel II Accord (BCBS 2006).

6.

CONCLUSIONS AND FUTURE DIRECTIONS

In this paper we set out to address two main research gaps that hinder risk-sensitive approaches to
Operational Risk (OR) by Operational Risk-Aware Information Systems (ORISs). The first concerned
the lack of explicit ontological/epistemological positioning for representing OR. The second was the
lack of understanding about how OR should be explored in a non-contradictory manner as a
representational phenomenon forming part of the core of an ORIS.
We have addressed these research gaps by demonstrating how the ontological/epistemological position
of the Critical Realist philosophy of science assists: 1) in representing the phenomenon of OR as part
of the real system tracked by an ORIS; and 2) at the Requirement Definition stage of the ORIS
development life cycle by taking into consideration more informed decisions. In doing so the paper
demonstrates how the retroductive mode of logical inference brought by the Critical Realist
epistemology informs ORIS in the discovery of OR causal mechanisms under the conditions of limited
operational loss event data.
The research is limited by focusing only on the Requirements Definition phase of the systems
development life cycle and on the risk assessment stage of the risk management process without
covering risk treatment, monitoring and communication (cf AS/NZS 4360:2004). For simplicity the
research took a black box approach in representing ORIS, focusing on how its representational
properties may be supported by the Critical Realist ontological/epistemological position, and so left
the question of how ORIS components should be designed to further research. Future research may
include addressing these limitations as well as empirical evaluation of the model suggested in Figure
2.
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